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Preprocessing/Feature Engineering:

® Discrete feature {5 1-hot encoding
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JEA 41 41N feature 88hK 122 4 Feature

Continuous Feature 5 & {f FH Normalization

41 { Attack Type E F##a% 5 { Type (Normal ~ DOS ~ R2L ~ U2R - Probing)
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Model Description

DUR IR —Ba4aER FIHY Model BRda/ 44 - BEEIFREEE » TP ER THEZ
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Model 1: Neural Network

HEFEH Keras HY Neural Network © FfTE =R, T R [E45FEHY Neural Network » 54
SREERER A -

Model 2: Basic Random Forest (and Decision Tree)

& {F % Neural Network » [E{# 4% Simple Baseline » {H . Hard Baseline 5E5858 7T |
BRI T PSR Model » G55 —3bati | EH(EF Scikit learn (1



Decision Tree F1 Random Forest » & A RIZHEL Feature 27 MY » AT LTS B Basic

Random Forest - 7172 {[EP& EX FAMTEERE A 7] g L 58 Model A A - RIHLFF
46ET ¥ Training Set B & N IHVIEILAETTHNES » 5T Resampling » EL#E SMOTE FI
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Model 3: Decision Tree

® FRorEEFH AT — R e —(EE T ETRE S A A RS
HIELIE » HETTISRAVIEE - IR A AT —4E feature AY(H » —201E T
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A5 T Wi fEE Decision Tree fi[I_ Ensemble HY 574 :

® Random Forest(Decision Tree + Bagging)
HERETEREE - BRAARERY T30 - ekl AR N ([ - TR EERY
FBEAMLEs N A{E - 7€ M {[E Feature Hf » 3E{E m {lH(m << M) - $EREE Z 1R HTEL
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® Gradient Boost Decision Tree(Decision Tree + Gradient Boosting)
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Model 4: Stacking method (best performance)

Kaggle score: 0.96898
Model description: 4l NE|F~ -
Preprocessing: jEf Training data tJJji 2 {7 » 43 Fll& train_data ff valid_data °
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Predict test_data
One-hot encoding

(n_samples, 5)

Cascade predictions

(n_samples, 5*N)

Predict test targets

NN

Valid_data target

train_data

GBOT models

Predict valid_data
One-hot encoding
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Cascade predictions

(n_samples, 5*N)

Same model

NN

Train NN model

Tricks: § class 0 FE IR
<0.999 11y data label » AR
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Stacking.csv

Model 5: Classifier for each class (best performance)

Kaggle score: 0.97220
Model description:

W NEFTR > 53 EHE class #fi—1{& Classifier » %1/ RF FEH] data & &

Class 1 » YIS A FAFE Threshold » FL[E E 22 Data & Class 1 » B8 7% RF 10
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¥f Class 1 ~ Class 3 ~ Class 4 EE# DL _F 2 BR{H Classifier 37 Predict 1% > F{&F Y
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Predict Others: ClassO
Experiments and Discussion:
Neural Network
remove o
structure duplicate method score distribution
unique-int 32 0] 0.95755 | 182890 | 416449 | O 0 7440
64 X 0.95666 | 182144 | 416424 | O 63 8148
32-16 X Normalize 0.94796 | 171587 | 433374 | O 0 1818
0 0.95682 | 182766 | 416344 | O 0 7669
1-hot 32-32 0 Normalize 0.93027 | 174330 | 403166 | 0 | 4737 | 24546
0 SMOTE_FULL | 0.95776 | 179011 | 416379 | 504 | 2218 | 8667
X SMOTE 0.95592 | 181835 | 416460 | 265 5 8214
32-32-16 X 0.93702 | 165630 | 440325 | O 0 824
® A SMOTE i » #5AES predict H class2 % class3
o J(H A normalize (PP AR A ABAELSF- classO JZ class3 B R & 47 —Lt
class4 & —iL
®  Network MG RS HRAT - [HA[RERRF/2AH train FJE
® NN &P LB class2 Kz class3
® NN XA ER ERTTHE)ZE class0 #5%%
® NN FHFE predict A EFHAY distribution » 41 NFR:
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® ' structure ;& 32-32-16 > 0] DLEEIH classO HYE & 8 4EME > {H class3 J% class4
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Basic Random Forest

{EiE M HERET Resampling HYZUR < [EEEH] 1-hot ~ A EFRE® &R ~ Random
Seed [E7E © FHNEEFASERH Class 0 FVEE#: % - FTLIUEE BUE/D Training Set #
T Class 0 Y& » (K Down-sampling 5 $5 233 Training Set tf Class 0 [l &
PR FERAY 2/ DELG] » BERERE RIS ER - SMOTE RIZFEEA Class HY#&E
wENE# i 20T Class FYZ6/ DELH] -

Method Score Distribution

- 0.96043 | 180480 | 417438 5 628 8228
SMOTE 30% 0.96052 | 180986 | 417525 26 387 7854
SMOTE 60% 0.95982 | 181266 | 417337 20 317 7838
SMOTE 100% 0.96050 180968 417632 15 367 7796
Down 90% 0.95982 | 181359 | 417433 4 279 7703
Down 60% 0.96038 181158 417611 4 404 7601
Down 30% 0.96055 180972 417698 9 315 7784

SMOTE HEEEERN

S B REHY Class 2 370 > (B S HFHG - BAERCD T

Class 3 Fll 4 (Y& - AL ] AHEMITE Testing Set #4ifi > Class 2 1 3 /3 ffizlt
Training Set #[AIEZM17THL » SMOTE JZ A4S b IR A E R AU RE B2
SEANZAEMER RS Class 2 #1 3 » A REFDIHRSSUE -
Down-sampling SHER: > NEEAESIERFHEEVE R 1= RAVEEM - 3
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Random Forest

class remove
) ) method vote | score distribution
weight | duplicate
X X 0.96043 | 180480 | 417438 | 5 628 | 8228
L-hot X classOto 3 X 10.96047 | 178786 | 417729 | 11 | 2591 | 7662
-ho
0] class23>0
0] O |0.96450 | 166907 | 417653 | 437 | 8610 | 13172
class0<0.999

® [E3A ] Trick ZFij » Class 0 &X2% » Class 1 ~ Class 2 ~ Class 3 &/
® TEfNA Trick Z21% > Class O Jii/ME{/5l& 2% » Class 2 ~ Class 4 HE{HEE 2%
® (Class weight formula:




class weight =

# of class in testing data

Decision Tree

# of class in training data
=> EEE I classO 73 F] classl il class3 » classd [ AE HEE N

remove
) method score distribution
duplicate
X - 0.96135 | 176676 | 417903 | 54 | 1033 | 11113
Remove class 2
X 0.95941 | 176865 | 418848 | 0 0 11066
and 3
Move class0 to
(0] 0.95950 | 174225 | 418216 | 346 | 2492 | 11500
others
0 - 0.96088 | 178717 | 416827 | 90 | 1276 | 9869
X Random seed 32 | 0.96040 | 179218 | 417333 | 34 | 904 | 9290
L-hot X Random seed 5 0.96049 | 178025 | 418560 | 15 | 1297 | 8882
-ho
X Random seed 4 0.96012 | 176382 | 418422 | 58 | 1303 | 10614
X Ramdomseed 3 | 0.96111 | 176771 | 417890 | 23 | 891 | 11204
min_samples_split
X 0.95963 | 177960 | 417533 | 13 | 629 | 10644
0.001
min_samples_split
X 0.05 0.96051 | 180584 | 417489 | 64 | 399 | 8243
X Max depth 10 0.95858 | 182229 | 417132 | 10 0 7408
X Criterion: entropy | 0.96050 | 180011 | 417482 | 151 | 591 | 8544
unique-int (] - 0.96021 | 177997 | 417338 | 23 | 900 | 10521
® Class0 &K% > Class 1 /) » Class 3 170 » (LI PEMERENFH
® 97 remove duplicate » 45 1-hot » {LIFERIAR K
® C(Class 4 &g 2%
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®  Sci-kit learn Y Decision Tree #9275 Pruning HYIHAE » (B 5 T 4% Overfitting

HIARM - FRATE PR Tree LR > B0 2 IRAFELEERRS] » 4558
YEBHBIEE - JEMNITE Testing Set #RH » A LAE/RZ/EMY Feature FLIZHEE
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Others

method score distribution

Bagged decision tree 0.96075 | 180614 417672 | 12 398 8083
K-nearest neighbor 0.95913 | 180941 417474 | 16 118 8230
Extra tree 0.96051 | 180821 417638 | 11 463 7846
Stochastic gradient 0.72855 | 81466 389209 | 4144 0 131960
descent

Gradient boosting tree | 0.95164 | 179185 423960 | O 0 3634

® Stochastic gradient descent X5 A {E
® Bagged decision tree ~ K-nearest neighbor ~ Extra tree &J:% classO &% ~ classl

J class3 K/V - BLEA I G RREGEAR %
Ensemble
Method Score Distribution
voting
(DT_Remove,GTB_Remove,DT.GTE) 0.96183 | 179994 | 417927 7 977 7874
voting, class0<0.999 to other 0.95973 | 174975 | 417496 | 300 | 2492 | 11516
stacking(NN,RF,GTB,DT) 0.96202 | 180143 | 418286 5 833 7512
stacking(NN,RF,GTB,DT)+trick 0.96898 | 172194 | 420009 8 7063 | 7505
0.96034 | 180548 | 418975 0 421 6835
stack 0.96117 | 179301 | 417209 3 1741 | 8525
0.96183 | 179057 | 417934 9 979 8800
0.96131 | 177448 | 419932 14 987 8398
vote 0.95956 | 181178 | 418416 0 308 6877
0.96196 | 179504 | 417958 982 8332

Gradient boosting:
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Voting:
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Stacking:
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Conclusion
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